Web Logs (Commands: more, ls, grep)
On Unix Server WebLogs will be located:

/var/www/logs

There are usually 2 types of logs: access logs – where all requests are captured and error logs where you can see errors

Use these basic commands to find errors:

1. Ask your Manager or IT person how you can login to a web server? (assuming it is Unix environment)

2. Ask - where web (access and error) logs are located?

3. Once logged in navigate to the directory which can look like this:


www@stgweb03:/live/apache_live/logs$


‘live/apache_live ‘– this part is different for different companies

4. Do command to list all logs:  ls. Example for list:


www@stgweb03:/live/apache_live/logs$ ls


access_log                 error_log                


access_log-fat             error_log-fat

5. If looking for errors, do following:

       www@stgweb03:/live/apache_live/logs$ more error_log | grep error


Here is possible output:


[Thu Oct 19 16:25:19 2006] [error] [client 216.235.80.254] File does not exist: 
/live/apache_live/htdocs/downloads/images/screenshot-studio365loader-win-full-s2.gif, 
referer: http://www.live365.com/popup/studio365loader-win.html

6. What does it mean? It means when user who came from this IP(client 216.235.80.254) launched this page: http://www.live365.com/popup/studio365loader-win.html and one of images was missing (screenshot-studio365loader-win-full-s2.gif)
7. For tester there can be 3 options for bug report: Image doesn’t exist on a server or url to the image is incorrect and the location or name should be different or permissions on image file restricted to the public.

8. To check first (when image doesn’t exist) do following: 

       ls  /live/apache_live/htdocs/downloads/images/screenshot-studio365loader-win-full-s2.gif

9. Issue 2:If image is there check how web page actually calls it? (use Web Debugging tools for exact URL) , Look for request like:

http://www.live365.com/downloads/images/screenshot-studio365loader-win-full-s2.gif

If it is different for example http://www.live365.com/sideloads/downloads/images/screenshot-studio365loader-win-full-s2.gif (then it will not find the file)

10. Issue 3: File Permissions, to check permissions on the file do the following:

ls -la  /live/apache_live/htdocs/downloads/images/screenshot-studio365loader-win-full-s2.gif

Output:


-rwxr-xr-x  1 www www 26639 2006-10-24 09:59 
/live/apache_live/htdocs/downloads/images/screenshot-studio365loader-win-full-s2.gif


Understanding how to read this output is useful to all unix users, but especially people using 
group access permissions. (-rwxr-xr-x  1 www www 26639 2006-10-24 09:))

Field 1:   a set of ten permission flags. 

Field 2:   link count (don't worry about this)

Field 3:   owner of the file

Field 4:   associated group for the file

Field 5:   size in bytes

Field 6-8: date of last modification (format varies, but always 3 fields)

Field 9:   name of file (possibly with path, depending on how ls was called)

The permission flags are read as follows (left to right) 

	position
	Meaning

	1
	directory flag, 'd' if a directory, '-' if a normal file, something else occasionally may appear here for special devices.

	2,3,4
	read, write, execute permission for User (Owner) of file

	5,6,7
	read, write, execute permission for Group

	8,9,10
	read, write, execute permission for Other

	value
	Meaning

	-
	in any position means that flag is not set

	r
	file is readable by owner, group or other

	w
	file is writeable. On a directory, write access means you can add or delete files

	x
	file is executable (only for programs and shell scripts - not useful for data files). Execute permission on a directory means you can list the files in that directory

	s
	in the place where 'x' would normally go is called the set-UID or set-groupID flag.


11. Find all errors that may happen at a time you were testing:
      For example you were testing at 13:20 pm.

     Issue following command:


     more error_log | grep 'Thu Oct 19 13:20' | grep 'error'


    Output:

[Thu Oct 19 16:25:19 2006] [error] [client 216.235.80.254] File does not 
exist:/live/apache_live/htdocs/downloads/images/screenshots/tudio365loader-win-full-s2.gif, referer: http://stage.nanocosm.com/popup/studio365loader -win.html
