


~ MOBILE APPS: WEB APP [ J

Mobile websites are applications that work
well on a mobile device, but are accessed
through the mobile browser.

These websites viewed on a mobile device in a
mobile browser, with the exception of being
designed to fit a mobile device screen size.

Web applications commonly use a
combination of server-side script (ASP, PHP,
etc) and client-side script (HTML, ]avascrlpt

\ etc.) to develop the application..
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_ ' MOBILE APPS: HYBRID APP @

A hybrid app is one that combines
elements of both native and Web
applications

Hybrid apps are often mentioned in
the context of mobile computing

Native source code is written and compiled
into an executable program and a web
based component written with HTML,

JavaScript, and CSS
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~ MOBILE APPS: HYBRID APP
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Mobile App Technology Stacks

Native Wrapper App Web Browser

Operating System
& Device

Operating System Operating System
& Device & Device

Native App “Hybrid” App



*I0S - Developed using Objective-c
* Android - Developed using JAVA

Native R e

Mobile App

*Developed using typical web development technology -
HTML, 088 Jawva Script.

*View size of the Web page fit to the real-estate of the
device.

« Accessed through the browsers on the device

*Wrapping the HTML and creating Native like look and
M(H‘Tm‘wnmnthoappusem Framework like Phone

H b .d Gap support this development.

y rl *Native Mobile App with Web view control and render the
HTML directly on the web view (HTML Rendered from

enterprise server)

M()bile App - View size of the Web page fit to the real-estate of the

device.
» Accessed through the browsers on the device
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Mobile APPS : Conclusion

LIST Native HTML5 Hybrid
App Features
Graphics Native APls HTML, Canvas, SVG HTML, Canvas, SVG
Performance Fast Slow Slow
Native look and Native Emulated Emulated
feel
Distribution Appstore Web Appstore
Device Access
Camera Yes No Yes
Notifications Yes No Yes
Contacts, Yes No Yes
calendar
Offline storage Secure file storage Shared SQL Secure file system, shared SQL
Geolocation YES Yes Yes
Gestures
Swipe Yes Yes Yes
Pinch, spread Yes No Yes
Connectivity Online and offline Mostly online Online and offline
11
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~ Qverview: Mobile APPS

>Distribution/Installation/Logs X
>Mobile Test Industry Standards 3
>Remote Device Access (RDA) 3
>Emulators 3
>Simulators 3
Troubleshooting Guide

App Risk Analvsis |
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‘ Mobile APPS: Distribution/Installation: Android .APK

/
-) Through an App Marketplace (Google Play)
> mai ] ; |

‘—V Google Drive
’5’ Android Studio
ﬁu‘y, Test Falry TOOL
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Mobile APPS: Distribution/Installation: Android .APK

=y |

TestFairy offers some great features for app
developers. One of the stand out features is
client side Video recording and not just
screen shots.

What is
TEST

TestFairy provides a video recording of the
exact test from the client side, including
CPU, Memory, GPS, Network monitoring,
logs, crash reports and more.

FAIRY ?

With Android apps you don't need to
integrate any SDK or APIs into your app
builds. You upload your APK (Android
application file) to the TestFairy platform.

TEST FAIRY is for ANDROID ONLY
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Mobile APPS: Distribution/Installation: Android .APK

TEST FAIRY

You will receive
an invitation by
email

Download

Download and install
test app

PUang. Ir—") |l isastwnrannlecadS | 1w
B remtaack [::> Upload your app > > Build ready

You may manually build or You may upload using Now bulld is ready 10 b
use bulid automation tools scripts, for Cl builds. download
Processing o~ ~
Build ,\v g
-I'EST FAIRY is for ANDROID ONL_




Mobile APPS: Distribution/Installation: Android .APK

I Installing THIRD PARTY APK

| 1. Go to the "Settings" application on your iz Choose the "Security" option
Android device located under the heading "Personal”

APPS WIDGETS

B Battery

mE O S M-

Play Games Play Movies & TV Play Music Play Newsstand Play Store 8 sers

- Dﬁ' Tap & pay

4l:f ’
i‘% ‘ ‘ J * 'L' /, PERSONAL

Quickoffice Rec. ROM Manager Settings SuperSU 9 Location

~
& Security \
0 3 B Language & input

Voice Search YouTube £ Backup & reset
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Mobile APPS: Distribution/Installation: Android .APK

stalling THIRD PARTY APK ( OS 7 and lower)
\ |

3. Under "Device Administration” place a
checkbox next to the option "Unknown
Sources’

Security

Enable widgets

Owner info

ENCRYPTION
Encrypt tablet

Require a numeric PIN or password to decrypt your tablet each time you power it
on

PASSWORDS

Make passwords visible

DEVICE ADMINISTRATION

Device administrators
View or deactivate device administrators

Unknown sources
Allow installation of apps from sources other than the Play Store

Verify apps

Disallow or warn before installation of apps that may cause harm
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et

Instalhng THIRD PARTY APK ( OS 8 and higher)

]ust download APKs as you normally would but . Starting with Android 8.0, the

when you launch the APK, you'll be prompted to | process of side loading apps has
allow the permission.

changed

T Sy @i e e No longer is there a system-wide

Enable the switch next to "Allow from this source" on "Unknown Sources" setting
the following screen.

Hit your back button, then you can resume
installation. | app basis.

instead, it's now handled on a per-

o w o W35 [

Install unknown apps 7] Hl ®cDonalds

Do yeu veank ta install this application™ It daes
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Mobile APPS: Distribution/Installation: Android . APK

Transferring APK to your Device

1. On your 2. On the Android 3. Follow the on-
computer, attach the device, click on the screen instructions
".apk" file to an e- ".apk" attachment in to install the
mail and send it to the e-mail in order application.
an account that you to download it.
can access via your
Android device.

Do yvyou vwant to install this application™? It will get access to:

K. read phone status and identity

g}v modify or delete the contents of your USB storage

read the contents of your USB storage

Q\ find accounts on the device

DEVICE ACCESS

full Nnetwork access
receive data from Internet
view network conmnnmnections

view Wi-Fi1 connections

Install
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Download [ LOGCAT EXTREME

LOGCAT EXTREME Lis an enhgncedd
from PlayStore to ogcat reader an

your Device directly Logcat FeCOquF
(this is only an which comes with a

example, there are rich set of features

many other similar and handy user
apps) interface.

Eal Saving screenshot

= Logcat - 10444 lines

E Logcat Extreme

Logcat

Floating Logcat Manage Log

Per-app Logcat
Record Jelete Loc .
Saved Logs _ Delete Log file
Send as chm
Dmesg
Theme

Info and Guide

Open Log file

Save/Send
Quit
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l Mobile APPS: Distribution/Installation: 10S .IPA

—

W /—~_- )| Through an App Marketplace (arpsiorE)
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Mobile APPS: Distribution/Installation: .IPA

Xcode is an Intergrated Development

Environment by Apple containing a suite
of software Development Tools for macQOS, iOS,

WatchOS and tvOS

Xcode supports source code for programing
languages C, C++, Objective-C, Objective-

C++, Java, AppleScript, Python, Ruby, ResEdit (Re
z), and Swift

Also supports variety of programming models,
including but not limited to Cocoa, Carbon, and
Java

&Apple
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Mobile APPS: Dlstnbutlon[Installatlon. .IP

=

Distributing .IPA through XCode ?

Save As: MylnHouseApp.ipa

In Xcode,

Tags:
choose Window
COPneCt the > D 3 d 4> |8 E m i || & | Jinhouseapp sl (Q
device to your SV
Y Select the FAVORITES 180/peg (L) Inhouseapp
Mac. device under | #\ Applications veCloud.pist

| Devices. A
£ Adobe Flash Builder 45 "'
L Promotion ‘
o trunk
O Downloads
H Movies

™ Save for Enterprise Distribution
Application URL: http://mydomain.com/apps/MylnHouseApp.ipa

Title: ' MylnHouseApp

In the dialog | Inthe Installed ‘
that appears, Apps table, click K
choose theiOS | the Add button Large Image URL:
App file and ‘ (+) below the ‘ Small Image URL:
click Open. table. | Add Shine Effec to Images
New Folder Cancel Save
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How can I debug a deployed app without Xcode
debugger ?

A: Once you have deployed your app, either through the App
Store or as an Ad Hoc or Enterprise build, you won't be able to
attach Xcode's debugger to it.

To debug problems, you need to analyze Crash Logs and
Console output from the device.

{9% Application has crashed

An unexpected error occurred forcing the
application to stop. Please help us fix this by

sending us error data, all you have to do is
click 'Report'.
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Mobile APPS: Distribution/Installation: .IPA

iTunes is a media player, media library,
online radio broadcaster, and mobile
device management application developed
by Apple Inc.

What is iTunes?

It is used to play, download, and organize
digital downloads of music and video (as
well as other types of media available on
the iTunes Store) on personal computers
running the macOS and Microsoft
Windows operating systems.
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Mobile Apps: Distribution/Installation: .IPA

Drag-and-drop IPA file into 'Apps’ tab of
 iTunes BEFORE you connect the device

Connect your device

Select your device on iTunes

Select 'Apps' tab

Search app that you want to install

Click on 'Install' button. This will change to 'Will Install' |

Click on 'Apply’ button on right corner




LOGS: Collecting from iTunes

Sync your device with iTunes on your desktop.

After syncing, look for crash logs in the correct
directory.

The Following few slides will give an
instructions . Lets start !
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LOGS: Collecting from iTunes

Mac OS X:

Open Finder (found in the Dock)

Click on the 'Go’ menu at the top of your screen, and select 'Go to
Folder'

Type (OI‘ paste): ~/Library/Logs/CrashReporter/MobileDevice/<DEVICE_NAME>
Open the folder with the same 'name’ as your device.

(Note your device name appears in iTunes on the left side, under
'Devices').

Open the folder called 'Retired'
You will see at least one item starting with 'ReadltLaterPro'.
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7

LOGS: Collecting from iTunes

Windows Vista or 7:

Open any Windows Explorer Window (My Computer, My Documents, etc.)

Enter %appdata%, and press enter - Navigate to Roaming
C:\Users\<USERNAME>\AppData\Roaming\Apple

Computer\Logs\CrashReporter\MobileDevice\<DEVICE_NAME>
(Note: your device name appears in iTunes on the left side, under 'Devices')
You will see at least one item starting with 'ReadltLaterPro'.
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1LOGS: Collecting from your Device

.
/

To obtain iOS crash logs, please select your device and go to:

Settings>Privacy>Analytics>Analytics Data ( iOS 10 and higher )
Settings > Privacy > Diagnostics & Usage (for iOS 8 and iOS g))

Settings > General > About > Diagnostics & Usage (for iOS 7 or
older)

Select a Chrome crash from the list.

This will start with “Chrome_" and contain the timestamp of the crash.
Tap on the crash and you will see a text field with a crash log.

Long press to Select All and then Copy the crash text.

Paste it into something you can get off of your device (for example, an
email to yourself).
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Mobile APPS: Distribution/Installation: .IPA

TestFlight is an online service for over-the-air
installation and testing of mobile applications,
currently owned by Apple Inc and only offered to
developers within the iOSDeveloper Program

7 Developers signed up with the service to

= | distribute applications to internal or external
| beta testers, who could subsequently send

| feedback about the application to developers

The TestFlight SDK additionally allowes
developers to receive remote logs, crash reports
and tester feedback.

HOMEWORK : READ AN ENTIRE ARTICLE ABOUT
TestFLIGHT

https://www.raywenderlich.com/48750/testflight
-sdk-tutorial ‘

‘A'ﬂi’-"'f"
P «I\alul@__
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